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Abstract: The large number of software and the enhancement of complexity have brought severe challenges to the re-
search of software security vulnerabilities. The efficiency of manual research on security vulnerabilities is low and cannot
meet the needs of cyberspace security. Therefore, how to apply artificial intelligence techniques such as machine learning
and natural language processing to the study of security vulnerabilities has become a new hot spot. Artificial intelligence
technology can intelligently process vulnerability information, which can assist in the research of security vulnerabilities
and improve the efficiency of research on security vulnerabilities such as vulnerability mining. Firstly, the key technolo-
gies of automatic mining, automatic assessment, automatic exploitation and automatic repair of security vulnerabilities
were analyzed, which pointed out that the automation of security vulnerability mining was the key of the application of
artificial intelligence in the field of security vulnerability. Then, the latest research results of applying artificial intelli-
gence technology to the research on security vulnerabilities was analyzed and summarized in recent years, which pointed
out some problems in the application and gave corresponding solutions. Finally, the development trend of intelligent re-
search on security vulnerabilities was prospected.
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SR N SCAR A TR B IME R AR, IF B X
LEA AT M2 U B R e K ORISR T
TIFTE IR BT B 2 AN 5. B oGl T R
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KHIM Unigram (1-gram) (#3758 4 PR RS A0 5L o
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AT AR T e vl A DA v SCRFIE EAT [ 4 Ab B
WA IEE W B UER, BIf N-gram &
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AN, R B IX BRI IE A by 3 A R 2 S T
P ERIE R 2) JRIRSEHE R BE o AR RRAE
e A A BB, [R I 2 38 ok B 5 s
SEANLA G, SORLRE 1R VIR 42 48 BE 08 5 4 b o A7 U
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THIP B, B9k, SCHR[60,87]1338 B T IR BEAE R
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(IR A2 A B T 4240 5 — AN H B . 7R
SRR R I sy, 75 2T IR I E v
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BT PR RS EAN AR T #5550 H
FEI R B R RRAS o SCHR[32-33,59,6 11X AU e A
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iIE. SCHR[90-981WF5T 1 H s Akl A A1 (AEG,
automatic exploit generation). IXLEHFITEI AT E
R, B B S iR A ], SRR LR
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